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Attribution: Who Decides if it’s an Act of War?

INTRODUCTION
A war exclusion only matters if someone decides the attack was an act of war. That decision — the attribution of a cyberattack to a 
sovereign state — has historically been the single most contentious element in any cyber war exclusion dispute. It was the central 
issue in the $1.4 billion Merck/NotPetya litigation. It is now the central issue in the current wave of Iran-linked cyberattacks.

The March 2026 attack on a Fortune 500 medical device manufacturer illustrates the problem. The threat actor publicly claimed 
responsibility. Multiple cybersecurity research firms linked the group to Iran’s Ministry of Intelligence and Security (MOIS). The U.S. 
Department of Justice seized the group’s domains and confirmed in court filings that the attack was conducted by MOIS. Yet as 
of this writing, the targeted company itself has not publicly attributed the attack to a specific state actor, and Cybersecurity and 
Infrastructure Security Agency (CISA) has not issued a formal attribution statement.

If a claim is filed under a cyber policy with a war exclusion, the outcome may depend on a question that most policies do not clearly 
answer: who has the authority to determine whether the attack was state-sponsored? This article is a companion to RT ProExec’s 
recent publication, “Iran, Cyber War, and Your Policy,” which analyzed war exclusion frameworks broadly. This piece examines the 
attribution mechanism specifically — how different carriers define it, why it matters, and what the current precedent tells us.

1. The Precedent: NotPetya and Merck
In June 2017, the NotPetya malware spread across the world, ultimately causing an estimated $10 billion in global damage. The 
attack originated in Ukraine but affected thousands of companies internationally, including pharmaceutical giant Merck, which saw 
over 40,000 of its computers destroyed.

Merck filed a claim under its $1.75 billion “all risks” property insurance policy. Its insurers denied the claim, arguing that the NotPetya 
attack was an act of war attributable to Russia and therefore excluded under the policy’s “hostile / warlike action” exclusion. The U.S. 
and U.K. governments had formally attributed NotPetya to Russia’s military intelligence agency, the GRU, and the U.S. Department 
of Justice indicted six Russian military officers in connection with the attack in 2020.

Despite this attribution, the New Jersey trial court ruled in Merck’s favor in January 2022, finding that the traditional war exclusion 
language in the policy was not intended to apply to cyberattacks. The New Jersey appellate court upheld that ruling, concluding that 
the insurers had not demonstrated the attack constituted “hostile” or “warlike” action as those terms had been understood in the 
insurance industry. The case settled for a confidential amount in January 2024, just days before the New Jersey Supreme Court was 
scheduled to hear oral arguments.

The Merck case established a critical precedent: even when a government formally attributes a cyberattack to a nation-state’s military 
or intelligence apparatus, traditional war exclusion language may not be sufficient to deny the claim. This precedent is precisely 
what drove the cyber insurance market to develop modern war exclusion frameworks with explicit cyber definitions, Impacted State 
concepts, and in some cases detailed attribution mechanisms.

Why Merck Still Matters
The Merck litigation was decided under traditional property policy war exclusion language — not under a modern standalone cyber 
war exclusion. The modern frameworks used by leading cyber carriers today were developed in direct response to the Merck outcome. 
These newer frameworks attempt to define with greater specificity what constitutes state-sponsored cyber activity and how attribution 
is determined. But the fundamental question remains: who decides?
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2. How Carriers Handle Attribution
The modern cyber war exclusion frameworks adopted since 2022 take varying approaches to the attribution question. The differences 
are material, and they may determine how a claim is resolved when the facts on the ground are ambiguous.

Detailed Attribution Frameworks
Some carriers include explicit attribution mechanisms in their war exclusion endorsements. These frameworks typically refer to 
determinations by specific categories of governmental authorities such as the intelligence agencies of G7 nations, the FBI, the 
Department of Homeland Security, or equivalent bodies in other countries. Under these frameworks, the war exclusion is triggered 
only when a recognized authority has formally attributed the attack to a state actor. This approach provides the most predictability 
for policyholders, because the triggering standard is defined in advance. A policyholder can evaluate at the time of policy placement 
what level of government action would be required to invoke the exclusion.

Carrier Discretion
Other carriers reserve the right to make their own attribution determination, either explicitly through policy language that allows 
the insurer to assess whether the attack was state-directed, or implicitly through vague language that does not specify who makes 
the determination. Under this approach, the insurer may rely on a combination of government statements, cybersecurity research, 
media reporting, and its own internal assessment to decide whether the war exclusion applies. This creates less predictability for 
the policyholder, because the attribution standard is not defined until a claim is filed.

Silent on Attribution
Several carriers include modern war exclusion frameworks that define “Cyber Operation” or “Hostile Cyber Activity” as acts “by, at the 
direction, or under the control of a sovereign state” but are entirely silent on who determines whether that standard has been met. 
The policy defines what must be true, but not how or by whom that determination is made. In a claim scenario, this silence leaves 
the attribution question to the claims adjustment process or, ultimately, to litigation.

Approach How It Works Advantage Risk
Detailed Government 
Framework

War exclusion triggered only 
when a specified governmental 
authority (G7 intelligence, FBI, 
DHS, etc.) formally attributes 
the attack to a state actor.

Provides the most predictability. 
Policyholder can evaluate the 
standard at time of placement.

Attribution may be delayed, 
politically influenced, or 
never issued. CISA staffing 
challenges in 2026 have 
delayed government response.

Carrier Discretion Insurer retains the right to 
assess attribution based on 
available evidence, including 
government statements, 
cybersecurity research, and its 
own analysis.

Allows the carrier to act on 
available evidence without 
waiting for formal government 
attribution.

May create disputes if the 
policyholder disagrees with 
the carrier’s assessment. The 
standard is not transparent 
to the policyholder at time of 
placement.

Silent Policy defines state-sponsored 
activity as excluded but does 
not specify who determines 
whether the standard is met.

No inherent advantage. 
Ambiguity may favor either 
party depending on the 
circumstances.

Most likely to result in litigation. 
Neither party has a defined 
framework to point to.
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3. The Current Test Case: Iran and the March 2026 Attacks
The March 2026 Iran-linked cyberattacks present the first major real-world test of these modern attribution frameworks. Consider 
the current state of evidence:

The threat actor (Handala) publicly claimed responsibility for the attack and stated it was retaliation for U.S. military strikes on Iran. 
Multiple cybersecurity research firms, including Palo Alto Networks’ Unit 42, have linked Handala to Void Manticore, a state-sponsored 
actor operating under MOIS. The U.S. Department of Justice seized Handala’s domains on March 20, 2026, and stated in court 
filings that the attack was conducted by MOIS. The Federal Bureau of Investigation (FBI) director stated publicly that “Iran thought 
they could hide behind fake websites and keyboard threats.”

Yet formal government attribution through the traditional channels that some policy frameworks reference has not occurred. CISA has 
launched an investigation but has not issued a formal attribution statement. No G7 joint attribution statement has been released. 
The targeted company itself has not publicly attributed the attack to a state actor.

This creates a split depending on which carrier’s war exclusion the policyholder is on. A policy with a detailed government attribution 
framework may not trigger the war exclusion, because no formal government attribution meeting the policy’s specified standard 
has been issued. A carrier using discretionary assessment may conclude that the Department of Justice (DOJ) court filings, FBI 
statements, and cybersecurity research collectively establish state attribution. A carrier with silent language faces the same ambiguity 
that characterized the early stages of the Merck litigation.

It is also worth noting that CISA, the agency most commonly referenced in attribution frameworks, has been operating at significantly 
reduced capacity in early 2026 due to federal staffing challenges. The agency’s ability to issue formal attribution statements may 
be affected by these operational constraints, which could delay or prevent the type of government determination that some policy 
frameworks require.

4. The Attribution Paradox
For policyholders, the attribution question presents a paradox. If the attack is formally attributed to a state actor, the war exclusion 
may apply potentially denying the claim entirely (unless a geographic carve-back restores coverage). If the attack is not formally 
attributed, the war exclusion may not apply but the policyholder still suffered the same loss from the same attack. In other words, the 
policyholder’s coverage outcome may depend not on what actually happened, but on whether a government agency issues a public 
statement about what happened. The same attack, with the same impact, could be covered under one carrier’s form and excluded 
under another’s — not because of differences in the coverage grant, but because of differences in how attribution is defined.

This paradox is compounded by the political dimension of attribution. Government attribution decisions are influenced by diplomatic, 
intelligence, and national security considerations that have nothing to do with insurance. A government may delay or withhold 
attribution to preserve diplomatic flexibility. A government may issue attribution through one channel (such as DOJ court filings) but 
not another (such as a formal intelligence community statement). The insurance outcome should not depend on these considerations, 
but under current frameworks, it often does.

Carriers that use detailed government attribution frameworks may argue this approach provides certainty. But certainty only exists 
when the government acts. When it does not — or when it acts ambiguously — the policyholder is left in a gray zone that the policy 
was supposed to resolve.

5. Broker Considerations
The attribution mechanism in a war exclusion is one of the most technically important and least discussed elements of a standalone 
cyber policy. The following points may warrant review in connection with current and upcoming placements:

1. Identify the Attribution Framework
Determine whether the carrier’s war exclusion includes a detailed attribution mechanism, relies on carrier discretion, or is silent.
This is a threshold question that determines how much predictability the policyholder has before a claim arises.
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2. Evaluate the Government Standard
For policies with government attribution frameworks, identify which authorities qualify. Does the policy reference G7 intelligence
agencies specifically? Does it include law enforcement agencies such as the FBI or DOJ? Does it require a formal public statement,
or would a court filing or testimony suffice? The March 2026 DOJ seizure and FBI statements may meet some policy standards but
not others.

3. Consider the CISA Factor
CISA is the agency most commonly associated with U.S. government cyber attribution. If CISA is operating at reduced capacity or is
unable to issue timely attribution statements, policies that require CISA-specific determinations may create delays or ambiguities
that have nothing to do with whether the attack was actually state-sponsored.

4. Assess Ambiguity Risk
For policies with silent or vague attribution language, discuss with clients that the attribution question may not be resolved until
the claims process or litigation. Ambiguity in attribution language has historically not favored policyholders in large-loss scenarios.

5. Compare Across Carriers
Attribution mechanisms vary significantly across the market. When quoting multiple carriers on the same account, the attribution
framework should be evaluated alongside the geographic carve-back, triggering event definitions, and other coverage components.
Two policies with identical coverage grants can produce very different outcomes if their attribution mechanisms differ.

CONCLUSION
The Merck litigation taught the insurance market that traditional war exclusion language could lead to unintended coverage 
outcomes. The market responded by developing modern frameworks with explicit definitions, geographic carve-backs, and in some 
cases detailed attribution mechanisms. Those frameworks are now being tested for the first time by a live, large-scale, state-linked 
cyberattack.

The March 2026 Iran-linked attacks have demonstrated that attribution is not a binary question. Evidence can accumulate from 
multiple sources — the threat actor’s own claims, cybersecurity research firms, law enforcement court filings, and executive branch 
statements — without producing the single, definitive government determination that some policy frameworks require. The question 
of who decides remains open, and the answer depends on which carrier’s form the policyholder is on.

Retail brokers who can evaluate attribution frameworks alongside coverage grants and exclusion structures are providing the level of 
analytical depth that the current environment demands. The war exclusion framework is the first question. Attribution is the question 
inside the question. Taking both into account can support a more thorough placement and help mitigate the risk of coverage disputes.

For further analysis of the broader insurance implications of the Iran-linked cyberattacks, see RT ProExec’s companion articles: 
“Iran, Cyber War, and Your Policy,” “When the Management Tool Becomes the Weapon,” and “Wiper vs. Ransomware: Same Policy, 
Completely Different Claim.”

This article is for general information purposes only and does not constitute legal or professional advice. The information herein is based on publicly available reporting as of early April 2026 and is subject to 
change as the situation evolves. No warranties, promises, and/or representations of any kind, express or implied, are given as to the accuracy, completeness, or timeliness of the information provided in this 
article. Every insured’s circumstances differ, and coverage needs and priorities vary based on an insured’s unique risk profile and operations. Whether a loss is covered by insurance depends on the specific 
facts of the loss and the terms and conditions of the actual insurance policy or policies involved. References to typical coverage provisions or market approaches are illustrative only and may not apply to a 
particular policy or situation. No user should act on the basis of any material contained herein without obtaining proper legal or other professional advice specific to their situation.

RT ProExec is a part of the RT Specialty division of RSG Specialty, LLC, a Delaware limited liability company based in Illinois. RSG Specialty, LLC, is a subsidiary of Ryan Specialty, LLC. RT ProExec provides 
wholesale insurance brokerage and other services to agents and brokers. RT ProExec does not solicit insurance from the public. Some products may only be available in certain states, and some products 
may only be available from surplus lines insurers. In California: RSG Specialty Insurance Services, LLC (License #0G97516). ©2026 Ryan Specialty, LLC
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